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Introduction
This document contains the presentation of the project, as well as the presentation materials, and aims at
introducing MyHealthMyData (MHMD) scopes and peculiar features.
MHMD is intended to address the topical issues underlying the sharing, management and protection of
personal health data in the EU context. Its goal is to develop the first open biomedical information network
centred on the connection between organisations and the individual, aiming at encouraging hospitals to
start making anonymised data available for open research through MHMD secure federated Infostructure,
while prompting citizens to become the ultimate owners and controllers of their health data.
MHMD profiles and classifies sensitive data based on their informational and economic value, and assesses
the most suitable and robust de-identification and encryption technologies needed to secure different
types of information, while still allowing advanced knowledge discovery through analytics and deep
learning applications running on a growing amount of anonymised or pseudonymised data.
The system will rely on the introduction of some key innovations, including:
 Blockchain: a digital ledger where information relating to the distributed storage of the health data is
trimmed in hash-based language code, making it possible both to assign to each dataset a unique, fully
traceable, digital Persistent Identifier (PID), and to associate it with metadata describing exactly what
type of data are available, and referring to what cohorts of patients, while data transactions are
continuously validated to the entire network of stakeholders, avoiding any possibility of fraudulent
usage;
 dynamic consent: the possibility for individuals to provide different types of consent according to
distinct potential data uses, taking control over who will access his/her data and for what purpose;


personal data accounts: personal data storage clouds enabling individual access from any personal
device through the blockchain in a probative, secure, open and decentralized manner;



smart contracts: self-executing contractual states, based on the formalisation of contractual relations
in digital form, which are stored on the blockchain and automate the execution of peer-to-peer
transactions under user-defined conditions;



multilevel de-identification and encryption technologies: advanced techniques for encoding and deassociating sensible data from the owners’ identity (i.e. multi-party secure computation, homomorphic
encryptions), while allowing analytics applications to leverage the information.
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Project Objectives
1. CITIZENS’ EMPOWERMENT, by
 Development of the dynamic consent interface, aimed at enabling data subjects to allow,
refuse and withdraw access to their data according to different types of potential usage.
 Build-up of a blockchain-based software infrastructure in which institutional and individual
data exchanges are governed by peer-to-peer relationships between all the stakeholders.
 Implementation of the personal data account, a personal cloud allowing data subjects for
direct access to their whole clinical data from any personal device through the blockchain.
 Use of smart contracts to define permissions to access the data and assist data subjects in their
right to access, erase, modify delete or even “be forgotten”.
 Analysis of the regulatory framework, and particularly of the EU General Data Protection
Regulation entering in force in 2018, with regard not only to the current rules for processing
health data and other personal information, but also with the aim of checking how the whole
of MHMD Infostructure, ad in particular its blockchain and smart contracts systems, will be
operationally applicable, representing an innovative challenge for the detection of new rules
and best practices for uncovered processes, solutions and methodologies.
 Analysis of users’ behavioural patterns alongside ethical and cultural orientations, to identify
hidden dynamics in the interactions between humans and complex information services.
2. DATA PROTECTION, by
 Application of the blockchain model, a resilient and decentralised secure control system to
monitor and assess the legitimacy of data transactions and detect fraudulent activities in real
time.
 Identification and system implementation of the most suitable and robust de-identification
and encryption technologies needed to secure different types of information.
 Evaluation of the overall security of the system architecture by testing it through dedicated reidentification and penetration self-hacking simulations and public hacking challenges,
performed on synthetic data sets.
3. DATA VALUE ENHANCEMENT, by
 Profiling and classification of sensitive data based on their informational, scientific and
economic value.
 Implementation of normalisation services able to process, harmonize and semantically
consolidate all authorized data allowing rapid merging of heterogeneous sources.
 Creation of a unique application programming interface (API) to facilitate lawful data access to
all registered stakeholders with a user-friendly registration process, supporting development
of a proper Big Data analytical framework.
 Exploring potential ways to make use of anonymised or pseudonymised data with advanced
data analytics and patient-specific model-based prediction applications, accelerating
discoveries, fostering technological innovation and improving clinical care.

5

D11.2 Project Presentation

MHMD - H2020-ICT-2016 (732907)

Project Timeline
Phase 1 (running from month M1 to M12) – Project Set-up and Requirements Analysis
The first phase, running from M1 to M12 of the project, will deal with the definition and acquisition of the
user requirements and technical requirements, with the support of the end-users and of all the technical
partners that will be implementing the security solutions and the data exchange platform. In this phase, the
key methodologies will be formalised, which will inform the core implementation phase of the project.
Furthermore, during this phase a dedicated analysis of EU and national relevant regulation will be started,
with the evaluation of the state-of-the-art regulatory framework, and the analysis of the compliance of the
project approach with the regulatory constraints. The legal evaluation of the dynamic consent approach
will be also started. An ethics review of the dynamic consent will be also performed, together with the
design of the user interface. Also, the construction of the data catalogue will be completed, while the
definition of the data dictionary will be started. Finally, blockchain and smart contracts definition will be
completed. At the end of this phase, the first Milestone will be reached (Milestone 1 – user and technical
requirement- compliance assessment- dynamic consent design- data catalogue – blockchain and smart
contract definition).
Phase 2 (running from month M12 to M18) – Securitization of the Prototypical Platform
Based on the established requirements and regulatory analysis, the core implementation phase will start,
with the deployment of the technical methods and tools for the data anonymization and encryption. This
phase will also be the core developmental phase for the blockchain and associated smart contracts,
together with the interaction with the data platform. During this phase, the data analytics tools will be
adapted to deal with encrypted and anonymised data. Furthermore, the questionnaire for the ethical ad
societal analysis will be deployed and integrated in the user interface. Finally, the penetration testing
preparation will star. Additionally, during this phase, the Strategic Exploitation Seminar will be held and the
1st Exploitation Plan will be drafted. At the end of this phase, the Second Milestone will be reached
(Milestone 2- anonymization and encryption compliance- ethics, security and privacy- prototype in its alpha
version).
Phase 3 (running from month M18 to M30) – Implementation of platform
During this phase, the blockchain application will be fully deployed, while the evaluation of the different
anonymization and encryption techniques developed will start. The exploration of applicability of data
analytics tools to secured data will continue and the results will be reported. In this phase the penetration
challenge will also be publicly administered. The ethical and societal analysis will be completed. Finally, the
Personal Data Platform will be fully integrated with blockchain and security solutions. The final exploitation
plan will be issued. At the end of this phase, the Third Milestone will be reached (Milestone 3 – tools and
platform’s components deployed- prototypical platform in final version).
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Project Structure

WP1 - Leader: HES-SO
This work package will take care of the gathering and iterative update of system requirements during the
project lifetime, particularly user requirements, architecture design requirements, application
programming interface (API) specifications, performance requirements and existing security and privacy
solutions. These are going to be defined in collaboration with users’ representatives of the involved
stakeholder groups, namely individual data subjects, hospitals, research centers and businesses, through
questionnaires, interviews and focus groups.

WP2 - Leader: Nctm
This work package will deal with the evaluation of project developments to ensure compliance with the
current privacy and data protection applicable legislation at EU, national and international level, with
particular attention to the novel framework laid down by the General Data Protection Regulation (GDPR)
(Regulation (EU) 2016/679).

WP3 - Leader: HWC
This work package will assure the willingness of patients as data subjects to donate their information, and
to allow them to be used within their control through the Dynamic Consent model.
The user interface will be implemented to empower data subjects with the ability to allow or revoke data
access for specific purposes with the use of Smart Contracts, and to be notified about the use of their
information, by whom and for what purpose.

WP4 - Leader: HES-SO
The work package will take care of the development of normalisation services designed to process,
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harmonize and integrate the highly heterogeneous data coming from the different data sources.

WP5 - Leader: Athena
This work package will be devoted to the development of solutions for data protection and privacy
preservation, including data publication and flow execution engines incorporating anonymisation and
encryption techniques, implementation of methods for data profiling, application of watermarks and
fingerprints to datasets, and privacy-by-design analytics.

WP6 - Leader: Gnùbila
The goal of this work package is to design, implement and deploy the blockchain technology as the
transparent and distributed data transaction ledger. The infrastructure will comprise an identity provider,
a blockchain ledger, an application programming interface (API), second level anonymisation and data
replication services. The platform will be delivered, documented and thoroughly tested, and made available
for penetration challenges and the execution of re-identification threat scenarios.

WP7 - Leader: Lynkeus
The goal of this work package is to assess the public perceptions and attitudes towards privacy and data
security, which will be employed to drive the design of MHMD platform, Personal Data Accounts, Dynamic
Consent Module and Smart Contracts. The study will utilize two complementary information gathering
approaches: the former investigating users’ actual behaviors through the use of data mining techniques
applied to data transactions and user profiles, to study what type of data users tend to give or deny
permission access to, under what circumstances, and for what reasons; the latter measuring their stated
values and preferences, by electronic questionnaires which will capture user values and preferences under
different scenarios.

WP8 - Leader: Siemens Healthcare GmbH
The main objective of this work package is to demonstrate the feasibility of clinical applications using the
MHMD infrastructure and to explore potential ways to exploit the value of large medical and non-medical
datasets. In particular, the possibility of making use of securely anonymised or encrypted data for
advanced data analytics and patient-specific model-based prediction applications, such as personalized
physiological modeling for clinical risk estimation, or retrieval of medical annotations relative to a clinical
case as well as identification of similar cases from the database.

WP9 - Leader: CNR
This work package deals with penetration challenge activities, or else the simulation of attacks to synthetic
data sets with virtual subjects’ information, to validate the overall system security against re-identification
and privacy violation attacks, together with a risk-based cost/benefit analysis of privacy schemes. Ù

WP10 - Leader: Lynkeus
This work package will be dedicated to disseminate project contents and outcomes to the public, fostering
the creation of a community dedicated to the themes of data privacy and security in the e-health sector,
by dissemination materials, website and social media accounts, attendance to relevant conferences and
public events, collaborations and cross-fertilization with other EU projects, and organisation of
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dissemination events. In parallel, this will take care of optimal commercial exploitation of the project
technological and scientific outcomes through development of an appropriate strategy plan.

WP11 - Leader: Lynkeus
This work package is meant to monitor and ensure the compliance of partners with their obligations
under the grant agreement by assessing the efforts performed, the accomplishment of tasks and the
achievement of milestones, as well as risk identification, assessment and mitigation. Besides, the
Coordinator will interface on behalf of the consortium with the European Commission, being responsible
for managing financial contribution, and interface with general external requests for information.
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Presentation Materials
Presentations
The project has already been presented to some dedicated events and workshops, including


the Big Data Value Association Summit held in Valencia on November 30-December 2, 2016; the
meeting convened more than 350 experts from Industry, Academia, Public Administration, data
owners and users from all Europe, offering a perfect opportunity to present the project to this huge
network;



the Information and Networking Days on Horizon 2020 Big Data Public-Private Partnership topics
2017, taking place in Luxembourg on January 17–18, 2017, where MHMD was presented with a
specific effort to start networking activities with the Coordination and Support Action of the Big
Data PPP call ICT-18 (Privacy-preserving big data technologies), which has the mandate to explore
the societal and ethical implications and provide a broad basis and wider context to validate
privacy-preserving technologies.
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Press release
MyHealthMyData: Blockchain and Smart Contracts enhance utmost privacy and security in healthcare
An EU project to empower citizens with regard to the usage of their own health data
MyHealthMyData (MHMD), a H2020 EU-funded research and innovation project, is poised to be the first open
biomedical information network centred on the connection between organisations and the individual, aiming at
encouraging hospitals to start making anonymised data available for open research, while prompting citizens to
become the ultimate owners and controllers of their health data.

MHMD profiles and classifies sensitive data based on their informational and economic value, and assesses the
most suitable and robust de-identification and encryption technologies needed to secure different types of
information, while still allowing advanced knowledge discovery through analytics and deep learning applications
running on a growing amount of anonymised or pseudonymised data.
MHMD develops new mechanisms of trust and of direct, value-based relationships between people, hospitals,
research centres, and businesses, by making use, for the very first time in healthcare, of a blockchain system, i.e. a
digital ledger where information relating to the distributed storage of the health data is trimmed in hash-based
language code, making it possible to describe exactly what type of data are available, referring to what cohorts of
patients, and data transactions are continuously validated to the entire network of stakeholders, avoiding any
possibility of fraudulent usage.
A dynamic consent interface will allow users to grant, deny and revoke data access for different uses according to
their preferences through personal data accounts, storage clouds enabling individual access from any personal
device. In this way, patients will be able to fully leverage the value of their clinical information, turning to different
healthcare professionals for second opinion, or searching for profiles of similar patients and contact them upon their
permission. Physicians, in turn, will have the possibility to retrieve medical annotations or execute queries to identify
patients with analogous features to find cues about a specific clinical case.
Smart contracts, self-executing contractual states in digital form, will regulate data transactions between users,
allowing the permission to access, and stakeholders, who will be enabled to make direct requests and offer incentives
in exchange of access rights. This system will be checking its applicability as an operational Infostructure, and will
represent an innovative challenge within the EU General Data Protection Regulation entering in force in 2018. On this
basis, MHMD has the ambition to foster the development of a true information marketplace for healthcare.
MHMD will also analyse users’ behavioural patterns alongside ethical and cultural orientations, to identify hidden
dynamics in the interactions between humans and complex information services, and will assess the overall security of
its multi-modular architecture by testing it through dedicated self-hacking simulations and public hacking challenges,
performed on synthetic data sets.
“MyHealthMyData is an exciting project which aims at fundamentally changing the propensity to share sensitive data
between clinical institutions while facilitating the transition towards a patient-centric approach based on the direct
engagement of citizens” declared Edwin Morley-Fletcher, the Project Coordinator. “Blockchain and Smart Contracts
will play a key role in providing the maximum degree of privacy protection and security by making trust digitally selfenacted when accessing health data”.
MHMD officially started on 1st November 2016, and is now online at www.myhealthmydata.eu. The project, is
coordinated by Lynkeus (an Italian SME, based in Rome), and involves 4 other SMEs (from Austria, France, and the
UK), 4 research centres and academia (Greece, Italy, Romania, Switzerland), 4 clinical centres (Germany, Italy, UK), a
legal firm (Belgium/Italy), and 1 industry (Siemens).
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Flyer
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Project website
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