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D5.4 MHMD Security Infrastructure

Abstract

This document is aimed at providing an input for the development of the security of the MHMD platform, by
providing relevant security aspects to consider and guidelines and approaches to adopt in order to guarantee
protection of the system. The document may also represent an input for the hacking challenge activities
executed in MHMD WP9, relatively to the (allowed) intrusion of the system by external entities, with the aim
at identifying security and privacy breaches.

The document goal is to define the MHMD Security Infrastructure, including a set of security guidelines and
aspects to consider during the development of the project. Such result is achieved by considering three
different aspects: the current version of the MHMD architecture, its components and how they interact; a
deep study of state-of-the-art attacks and protection systems and approaches for the different contexts
characterizing the MHMD architecture; the potential consideration of security and privacy standards and
regulations, for consideration in order to provide additional security of the system and its data.

Also, the design of the ad-hoc MHMD distributed Intrusion Detection System (MHMD-dIDS) aimed to protect
the MHMD system from cyber-threats is proposed, by deeply analysing the current architecture and the
components of the system, in order to identify anomalies that may be related to malicious activities (like
cyber-attacks or data leaks). Thanks to the proposed Intrusion Detection System framework, an innovative
protection scheme will be able to improve security of the MHMD platform.

By adopting this approach, the proposed security infrastructure provides a general security solution to adopt
in order to cover the different aspects of the platform.

MHMD-H2020-ICT-2016 (732907)
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1 Introduction

This document is mainly focused on security issues of the internal MHMD modules, such as storage systems,
web applications and APls. Concerning secure and privacy preserving data processing, as well as privacy
preserving static data publishing (through anonymization), such topics are also addressed in the D5.1
(techniques, guarantees) and D5.7 (APIs, usage flow and deployment) deliverables of the MHMD project.

This document represents an input for both the development of the security of the MHMD platform, by
providing security aspects to be considered and guidelines to implement a secure system, and the public
hacking challenge scope of MHMD WP9, by providing useful information on the platform and related cyber-
security aspects. The aim of the document is to describe the MHMD Security Infrastructure (MSI) that has
been designed in order to protect the entire MHMD system from cyber-attacks. The MSl is the result of the
deep study and the consequent integration of different aspects, integrated with the design of an ad-hoc
distributed intrusion detection framework. In particular, the MHMD architecture, its components and
interactions were studied in detail, in order to contextualize the MSI to the current version of the system.
Also, state-of-the-art threats and protection approaches were considered (in conjunction with well-known
defence systems), in order to identify the most important threats for the different contexts we have
identified, with relative protections. Finally, security standards should be considered from the developers of
the MHMD system to provide additional protection to the whole framework, in order to consider real security
applications and best practices in the cyber-security context.

Although other security frameworks are available in literature [Parker, 2012; Jouini, 2016; Chang, 2016], the
proposed approach provides us the ability to define an ad-hoc security framework for the MHMD platform.
A graphical view of the adopted approach is reported in Figure 1.

MHMD COMPONENTS STATE OF THE ART
AND INTERACTIONS SECURITY

MHMD SECURITY
INFRASTRUCTURE

SECURITY
STANDARDS

Figure 1: The approach adopted to define the MHMD Security Infrastructure

By adopting such approach, we can provide a security infrastructure focused on the MHMD context, by
considering state-of-the-art security aspects, and evaluating the possibility to comply to existent and idenfied
standards and regulations.
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Considering an ICT based system, different contexts may be investigated in order to define the MSI:

Physical: it concerns components protection from the physical point of view, for instance, to protect
servers and rooms hosting the components [Baker, 2016], or to restrict access to personnel.
Network: it is related to protection of the interactions between the components, by avoiding abuses
from malicious network users, both internal and external of the organization(s).

Database: given the potential sensibility of stored data, it is aimed at avoiding data exploitation and
leakages, in order to guarantee integrity and availability of the system and users’ data confidentiality.
Blockchain: it concerns protection of the blockchain component of the platform from exploitation
for malicious purposes, for instance by the injection of malicious software/smart
contracts/transactions.

Services: it regards back-end services protection, a crucial aspect since they represent the contact
point between front-end components, directly accessible to the user, and storage information or
other components.

Web: it is relative to web services and applications protection, representing a delicate aspect to
consider, since web hosts both provide direct communication with the user and access to data.
Mobile: it is relative to the mobile security topic, covering different aspects like mobile access from
remote or from the internal of the organization (BYOD) or (public or private) mobile applications
interacting with the system?.

Desktop: it refers to the desktop security topic, covering different aspects like workstations placed
inside an organization, or desktop applications interacting with the system?.

In addition, it is also important to consider Software and Hardware contexts, that can be transversely applied

to the other contexts. In particular, the software context includes aspects like secure software development

or cryptography and encryption considerations, while the hardware context includes hardware security

aspects and one-time-password devices.

The reported contexts can be grouped as reported in Figure 2, showing a categorization based on four main

categories: infrastructure security, relatively to security aspects for the network infrastructure of the system;

data security, relatively to security and privacy aspects of stored information; back-end security, concerning

security of back-end services and applications; front-end security, relative to security aspects of applications

directly accessed by the user.

1 In the following, given the context of the MHMD platform, we will focus on security of the mobile application.
2 In the following, since the MHMD platform in the current version is not composed of such components, we
will not consider the desktop context in deep.

MHMD-H2020-ICT-2016 (732907)
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Figure 2: The contexts considered for the protection of an ICT system like the MHMD one

In general, although it depends on the kind of attack that is perpetrated, an attack involves the subsequent
execution of specific steps [Hoque, 2014]. Such steps begin with a preparation to the attack and usually ends
with a clean-up of the proofs of the attack. Hence, it is important to consider that before the attack is
executed, the malicious user runs an information gathering phase, that is not supposed to cause the effects
of the attack to the system, but only to retrieve valuable information for the attacker. Such information may
be useful to detect an attack earlier/in advance, in function of the executed threat, without making it
effective.

2 System architecture and components

Generally speaking, the aim of the MHMD project is to provide an interconnection system between
researchers and data, by allowing researchers to get information from data providers who agreed to share
their data, through a blockchain based infrastructure as source of trust and by respecting the General Data
Protection Regulation (GDPR). Such retrieval/sharing activities are supposed to be accomplished
automatically, when possible.

On the MHMD platform, the typical scenario of a researcher is the following one: first, the researcher
browses the data by accessing a Central Catalog; then, once the data choice is made, the researcher orders
the data, in order to get it/them; finally, the researcher trusts the MHMD platform to share data with given
consent. Analogously, the typical scenario for a hospital is the following one: if the hospital wants to share
its data, a MHMD Driver is installed and one or more data sources are configured; hence, the MHMD Driver
will index the data locally, in background. An individual inside a hospital is supposed to record data into the
MHMD system, by making it available to a provided consent.

The current architecture of the MHMD system is reported in Figure 3.

MHMD-H2020-ICT-2016 (732907)
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Figure 3: The architecture of the MHMD system (updated to Sept 4, 2018)3
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As it is possible to notice, the system is made up of several components, that communicate/interact using
different protocols. If we consider for instance external attacks, the most relevant components are the
following ones:

e Web Server: Web Server is the main contact point for users, since all users interaction pass through
it; the Web Server is supposed to manage user authentication and it relies on the Central Catalog
and the Global MHMD backend to create studies, the Global MHMD backend to provide links to the
datasets, to follow study status, the MHMD Drivers to record data (users are linked to one
organization), and the Upload Server to provide a way to upload individual data from the Mobile
App.

e Mobile App: provides users with the ability to interact with the system from their mobile devices.
When the user wishes to share some personal data on the MHMD platform, the mobile application
will pick up the data using the digi.me application and will use the web server as an entry point for
the MHMD platform, first by authenticating to it, then requesting a session token; at this point, the
data will be uploaded through the received session token to the upload server; once the data is
received, the token will be deleted from the upload server.

e Upload Server: the upload server has the aim at managing the personal data, received from the
mobile application, in order to store it*, apply the right to be forgotten approach®, and provide a
DataSourceAdapter to link the data to an MHMD driver®.

e Global MHMD Backend: this component represents the central component for researchers’. The aim
of this component is to create a study contract (a Javascript code executed by the MHMD Driver), to
create a study (also linking it to a study contract), to monitor the study contract (that may be in
defined/processing/ready/downloaded status), to download the dataset related to a study, and to
apply the right to be forgotten principle®. Studies and relative definitions are stored on the
blockchain, by adopting appropriate RSA public/private keys.

e Central Catalog: this Catalog does not include personal data and includes instead metadata; it can
potentially be publicly available; Central Catalog data is linked to personal data through the Local
Catalog.

e Local Catalog: this catalog represents the back-end catalog for each data provider. In order to build
the Local Catalog, a background process on the MHMD Driver is supposed to browse all data from all
data sources, to store new retrieved information on the Local Catalog.

e MHMD Driver: the purpose of this component is not to store the data, but, instead, to give access to
them according to provided consent; this component is repeated on each hospital integrated into
the system and gives a hospital the possibility to connect to the MHMD platform. A background
process on the MHMD Driver monitors the MHMD blockchain, looking for new studies. By connecting
to the Local Catalog, requests formulated inside the retrieved studies are interpreted, to fetch data

3 Please note that, although not visible in the current image, a communication line between the Web Server
and the Upload Server should be considered.

4 This feature is still not implemented to date, in the current version of the platform.

5 This feature is still not implemented to date, in the current version of the platform.

6 This feature is still not implemented to date, in the current version of the platform.

7 In the current version of the architecture, there is only one Global MHMD Backend, specifically located on
the architecture.

8 Currently, this process is not entirely defined.
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items references. Since the MHMD Driver has access to the existing consent for each data item, by
mapping such information with the study definition, it is possible to filter out the data items that
does not match the consent, hence preventing leakage of data without proper consent.

3 State-of-the-art security

As previously mentioned, in order to define a security infrastructure for the entire platform, it is crucial to
analyse state-of-the-art security on the involved contexts, also assessing that the scenario of the cyber-
attacks is going through a continuous evolution. Just to give an example, in recent years, the Advanced
Persistent Threat (APT) phenomenon has appeared, concerning attacks originally targeting military domains,
which instead nowadays represents an important threat to any industry and organization [Chen, 2014],
because their effects are distributed on long periods of time [Brewer, 2014].

In the issue of cyber-security, it is also important to consider the logic behind an attack. In general, the cause
of a cyber-attack may derive from various causes, including cyber-criminal activities, aimed at collecting
money from the execution of cyber-attacks [Moore, 2009], cyber-terrorism, carrying out digital terrorism
activities [Stohl, 2006], the phenomenon of hatavism, aimed at the “cyber-rebellion” [Jordan, 2007], insider
threats, aimed at carrying out a sort of revenge against the organization [Colwill, 2009], or cyber-warfare
activities, involving state-to-state digital warfare [Nicholson, 2012].

Considering different aspects relevant to the MHMD context, in this section we will illustrate the state-of-
the-art on different security topics.

3.1 Encryption

Encryption history begins thousands of years ago, with the first reported documents dated around 1900 BC
and found in Egypt. Although later well-known approaches such as the Caesar cipher were introduced
[Oktaviana, 2016], modern encryption techniques begin after 1945, with the computing era [Pandya, 2015].
Encryption is nowadays a fundamental topic in the cyber-security context, since it provides data and
communications protection, guaranteeing secure transfers.

In the encryption field, different techniques are investigated by [Justin, 2012], focusing on image encryption,
information encryption, double encryption and Chaos-based encryption methods, and presenting and
studying the effects of different encryption algorithms for each scenario.

Concerning encryption algorithms, two different approaches are possible: symmetric key, or
asymmetric/public key. In the first case, the same key is used either to encrypt and decrypt data. Conversely,
public key cryptography makes use of two separate keys to encrypt and decrypt data [Chandra, 2014]. Such
keys are commonly known as private and public keys, and they are strictly connected. By comparing
symmetric and asymmetric algorithms, [Agrawal, 2012] states that symmetric based solutions are in general
faster than asymmetric ones, since the memory requirements is reduced. Considering the two encryption
approaches, [Tripathi, 2014] proposes a comparison between symmetric and asymmetric approaches, by
investigating different encryption algorithms. As a result, the Blowfish algorithm is the most secure algorithm
for symmetric encryption purposes, while RSA is found to be the better solution for asymmetric scenarios.
Similarly, [Mitali, 2014] proposes a study of popular encryption algorithms, by comparing them in function
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of their advantages and disadvantages, and well as their execution times. Results show that also in this case
the Blowfish algorithm provides better performance compared to the alternatives, while the least
performant algorithm is 3DES. In another work, [Singh, 2013] presents a study of popular encryption
algorithms like RSA, DES, 3DES and AES, also reporting a survey on encryption techniques and approaches.
By comparing the algorithms, unlike the previous results, AES results the most performant one.

In general, although a single and generic rule on the algorithm to be adopted is not easy to define, since it
depends on the real scenario, [Caviglione, 2017] investigates different encryption algorithms, by analysing
the energy consumption of these ones (green computing). By considering several protocols and different
scenarios, based on the data volume to be encrypted/decrypted, or the key length, a general set of guidelines
for the adoption of security algorithms is provided, for each considered context, by also discouraging the
adoption of insecure algorithms such as Data Encryption Standard (DES) one [Singh, 2013].

By investigating the literature in the encryption field, a recent trend concerns the study of homomorphic
encryption schemes [Smart, 2010; Ogburn, 2013], providing operations on the encrypted data as if they were
decrypted. In this context, a fully homomorphic encryption scheme is hard to define, due to the
computational needs required to run such algorithm [Gentry, 2012]. Considering homomorphic encryption
schemes, [Fontaine, 2007] presented a state-of-the-art of different solutions, by discussing parameters,
performances and security issues of different approaches, by also discussing the advantages of homomorphic
schemes, in comparison to “standard” symmetric and asymmetric approaches. In general, although several
attempts to propose fully homomorphic encryption schemes are found in literature [Canetti, 2017; Brakerski,
2014; Dijk, 2010; Smart, 2010], their adoption should be evaluated in deep, in order to guarantee proper
functioning of the entire system, even under stress conditions.

Another important aspect to consider concerns post-quantum cryptography, referring to the definition and
investigation of cryptographic algorithms resistant to attacks perpetrated through quantum algorithms
[Bernstein, 2009]. Although quantum computing is still not considered an actual threat [Valiron, 2015], in
this context, several well-known and currently widely adopted public key algorithms are considered
potentially not secure [Mavroeidis, 2018], since they are vulnerable to the so-called Shor’s algorithm [Ekert,
1996]. Therefore, in view of a long-term adoption of the system, the adoption or migration (e.g. through a
soft fork of the blockchain component) to quantum resistant cryptographic algorithms should be considered
[Perlner, 2009].

3.2 Network and communications security

A computer network may be usually composed of different components, such as servers, workstations,
virtual hosts, accessory, loT and mobile devices, but also network firewalls, switches and accelerators, wired,
wireless, VPN, DMZ and VLAN networks, honey nets, etc. By analysing the MHMD architecture shown in
Figure 3, it is possible to notice that different networks are present, interacting among themselves in order
to make the overall system working correctly. Independently from the nodes that form the MHMD platform,
in this section of the document we analyse network security. In this context, although the mobile app
component may be related to a wireless connectivity, that may be potentially exposed to well-known cyber-
threats [Nakhila, 2015; Singh, 2014; Welch, 2003] and to bring-your-own-device (BYOD) considerations
[French, 2014], our focus is on the attacks that may be executed on an ICT network. In this context, there are
essentially two kind of attacks: from one side, well-known/exploit-based attacks, often characterized by a
Common Vulnerabilities and Exposures number (CVE) [Tidwell, 2001] and related to an available exploit code.

11
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From the other side, novel/0-day attacks are unknown to the public and their exploitation is usually limited

to the malicious user, or a restricted number of users [Bilge, 2012].

Considering the kinds of attacks, different taxonomies are available in literature [Igure, 2008; Hansman, 2005;

Mirkovic, 2004; Cambiaso, 2013]. Among the wide range of attacks, some of the investigated categories are

described in the following:

Denial of service attacks: denial of service attacks (DoS) are aimed at preventing legitimate users to
access a service or network [Hansman, 2005]. In this case, different approaches are possible,
exploiting the different stacks of the ISO/OSI model: first generation attacks are mainly characterized
by flooding the victim with high amount of network traffic [Mirkovic, 2004], while last generation
threats are characterized by low attack bandwidth requirements [Cambiaso, 2013]. The execution of
a coordinated DoS attack with the same aim from more than a single attacking node is known as
distributed denial of service (DDoS). In this case, a botnet of attacking nodes is involved [Farina,
2016]. In history, different DDoS attacks were perpetrated against large companies [Bhardwaj, 2018],
also adopting recently introduced methodologies exploiting communication protocols such as the
DNS protocol to perpetrate a distributed amplification and reflection denial of service attack (DRDoS)
[Deka, 2017; Ryba, 2015].

Malicious software: such tools are commonly known as trojan horses, time-bomb, logic-bomb,
spyware, virus, malware, worm, etc. [Landwehr, 1994]. Concerning trojan horses, a term introduces
by Dan Edwards in 1972 [Anderson, 1972] and later refined [Landwehr, 1994], they refer to software
programs that appear as useful and legitimate tools, but exploit user’s rights for unintended
purposes. A trojan horse can replicate itself by adopting different approaches: in case of software
replication, we talk of a virus, while a code replicating on system’s processes and files is commonly
known as a worm; finally, in case of replication on the network, malwares are involved. Injected
malicious software may exploit specific vulnerabilities and bugs of the hosting machine, for instance,
to make the attacker gain administrator privileges [Ou, 2005]. Nowadays, it is therefore important
to consider protection from malicious software, since they could spread in different ways [Zhu, 2012]
and they could compromise system functioning or security and privacy.

Packet forging and replay attacks: packet forging attacks are executed to compromise the identity of
the source of the data, to craft and send network packets to a recipient, for malicious purposes
[Namratha, 2016]. Replay attacks are a similar attack, sending data previously acquired (if needed,
with minor changes) in a later moment in time, to induce some sort of behavior on the victim [Goyal,
2010; Pries, 2008]. Such kind of threats is strictly related to man-in-the-middle (mitm) attacks,
executed by placing the attacker between the sender and the recipient of the message, from a
physical or logical point of view [Conte, 2016], to spoofing attacks, executed by passively
eavesdropping exchanged network packets to derive valuable information [Goyal, 2010], and to
fingerprinting attacks, executed to passively infer information on the exchanged data [Abe, 2016].
Covert channels: covert channels consist in the adoption of methods able to bypass security policies
or leak sensitive data outside of an organization [Aiello, 2016]. This kind of threats is particularly
dangerous, since it makes use of legitimate protocols (such as DNS, or HTTPS) to incapsulate
malicious packets (tunnelling). Moreover, although convert channels refer to the insider threat
problem [Colwill, 2009], in case of an infection of an internal server of the platform, it is theoretically
possible for the attacker to behave in a malicious way. Hence, it is important to consider protection
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from this kind of threats, for instance, by deploying ad-hoc algorithms or protection systems
[Sheridan, 2015] to monitor network behaviour.

Other kind of attacks can be executed for specific purposes. For instance, phishing [Wu, 2006] (often involved
to inject malicious software on a host) or spam [Wood, 2016] attacks are important threats for any
organization. Nevertheless, given the context of the MHMD platform, we prefer to focus on network attacks
technicalities, not investigating in detail social engineering aspects of the cyber-security context, since it
depends on the experience and knowledge of the personnel involved in the systems and of the users of the
platform.

3.3 Blockchain and transactions security

An important component of the MHMD platform is composed by the blockchain system. Such component is
integrated in the architecture and it represents a core aspect for sensitive data management. By analysing
the blockchain, it is composed of several nodes communicating on the network and sharing data. Hence,
three different aspects should be analysed: security of communications and the entire blockchain network
(strictly related to Section 3.2), users security and privacy, and data security. Concerning data security,
blockchain data is represented by transactions, where a single transaction is structured in a specific way, as
designed by the developers of the system.

Previous works on the topic mainly focus on crypto-currency contexts, often characterized by a public
blockchain without a central control [Lin, 2017]. Concerning blockchain network and components security,
an important and well-known attack is composed by the majority attack. In particular, in this case, if the
enemy controls more than 51% of the nodes (or the resources, such as computing power, in function of the
mining algorithm adopted), it is possible to mine blocks quicker, hence having the authority to discard/accept
specific blocks, hence including falsified transactions [Eyal, 2018]. Although this vulnerability mainly affects
public blockchains, it may become relevant even for private ones, since mining hosts may be targeted by
cyber-criminals, that may take control of the entire network and pass unobserved even for months or even
years [Nagle, 2014]. Another relevant problem affecting public blockchain is presented by forks [Back, 2014].
In this case, a disjointed agreement of blockchain software and protocol upgrades, that may lead to network
split, hence, to the existence of two (or more) different blockchains sharing the first set of blocks [Lin, 2017].
Instead, the investigation of well-known distributed denial of service (DDoS) attacks against a blockchain
based network system is accomplished in [Park, 2017]. In this case, a volumetric DDoS attack is considered,
by overwhelming network resources of the targeted nodes. This kind of threats, also considering low-rate
approaches [Cambiaso, 2013], should be avoided, in order to avoid a malicious user to dismantle the entire
network or parts of it. Similar attacks exploit the Border Gateway Protocol (BGP), by executing hijacking
activities [Apostolaki, 2017; Natoli, 2017]. In this case, the aim of the attacker is to accomplish network traffic
interception, by exploiting the BGP routing protocol, e.g., to re-route network traffic to a node under the
control of the attacker. For instance, in case of redirection of mining pools, it would be possible to “steal”
crypto-coins from the targeted hosts. Although this attack is a serious threat, it requires the attacker to
control the BGP routing process. Also, strong authentication of the two communicating parties may be able
to protect from such attack, since the bogus node would not be able to authenticate on the network
(although previous knowledge of the nodes is required). Concerning instead security of blockchain nodes,
the eclipse attack allows an attacker to take control of incoming and outgoing connections of a given target,
hence potentially isolating the victim from the other peers [Heilman, 2015]. Such kind of control allows an
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attacker to manipulate the victim’s view of the blockchain or to induce the victim to behave differently from
expected [Li, 2017].

Relatively to blockchain users’ security, [Park, 2017] considers a scenario where the attacker targets the
personal encryption keys adopted by the users. In this case, the physical host used by the attacker is usually
exploited, by installing malicious software able to leak the private keys of the user, hence allowing the
attacker to impersonate the victim [Barber, 2012]. Hardware wallets were introduced to protect from private
keys theft [Hurlburt, 2014]. Other studies suggest to strengthen authentication and access to sensitive
information, for instance by adopting multi-factor authentication methods [Mann, 2017]. Blockchain users
privacy is also investigated in [Androulaki, 2013], studying the adoption of clustering algorithms on the
Bitcoin network and proving that information of a significative percentage of users can be identified. [Koshy,
2014] tries instead to correlate crypto-wallets to IP addresses, by analyzing real-time transactions traffic.
Since such kind of attacks are extremely serious and should not be underestimated, during the design and
development process of a new blockchain based system, it is important to guarantee users security and
privacy.

Concerning instead blockchain data security aspects, an important topic is characterized by smart contracts.
Smart contracts are scripts that are stored in the blockchain, characterized by a unique address and triggered
by binding a transaction to the smart contract address [Christidis, 2016]. [Li, 2017] analysed the security of
smart contracts, by studying their exploitation by cyber-criminals. In this context, the criminal smart
contracts (CSC) phenomenon refer to the injection of smart contracts specifically designed to leak
confidential information or to trigger real-world crimes [Juels, 2016]. As an example of smart contract
exploitation, in 2016, cyber-criminals targeted the DAO smart contract, exploiting a recursive call
vulnerability to stole crypto-money [Bahga, 2016]. Similarly, in 2014, transactions mutability exploitation lead
to stole a large amount of crypto-money to MtGox, one of the most important crypto-trading services of the
time [Decker, 2014].

By analysing smart contracts vulnerabilities in detail, [Atzei, 2017] introduces different smart contracts
affected by vulnerabilities, based on a classification of the vulnerabilities that affect smart contracts, by
focusing on Ethereum smart contracts.

Vulnerability Cause Level
Call to the unknown The called function does not exist
Out-of-gas end Fallback of the callee is executed
Exception disorder Irregularity in exception handling
Contract source code
Type casts Type-check error in contract execution
Re-entrancy vulnerability Function is re-entered before termination
Field disclosure Private value is publisher by the miner
Immutable bug Alter a contract after deployment
EVM bytecode
Ether lost Send ether to an orphan address

14
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Stack overflow The number of values in stack exceeds 1024

. State of the contract is changed before
Unpredictable state . .
invoking

Randomness bug Seed is biased by malicious miner Blockchain mechanism

. Timestamp of block is changed by malicious
Timestamp dependence .
miner

Table 1: A classification of smart contracts vulnerabilities

It is therefore important to analyse and identify in advance possible weaknesses on the smart contract,
hence, on the implemented blockchain, in order to avoid exposure to vulnerabilities and exploitation from
external entities.

3.4 Services security

Concerning Internet services security, an historically important topic concerns cloud security [AlImorsy, 2016].
In this context, several works focus on identifying security issues on different cloud solutions, such as
infrastructure-as-a-service (laaS) [Gonzales, 2017], platform-as-a-service (PaaS) [Hussain, 2017], and
software-as-a-service (SaaS) [Tiwari, 2016]. Nevertheless, in this context it is also important to guarantee
other security aspects like access methodologies [Thanh, 2015] or cloud data protection [Rao, 2015].
Simultaneously, it is also worth mentioning the recent evolution of the cloud paradigm, in favour of the fog
computing [Thota, 2018]. Although the MHMD platform can in practice be represented as a cloud-based
platform, since several Internet services are web based (through web services or interfaces), web
applications security assumes a crucial role.

Considering the security of web applications, even if the denial of service field is characterized by the
appearance of the last generation attacks aimed at targeting web application daemons [Cambiaso, 2015],
standing to [Scott, 2002], application level web security can be categorized in three different topics: attacks
to web forms, Structured Query Language (SQL) attacks, and cross-site scripting (XSS). Concerning web forms
attacks, they are strictly related to the phishing threat, exploiting web forms to retrieve sensitive user data
[Wu, 2006b]. Considering such three threats categories, [Scott, 2003] extended the Security Policy
Description Language to evaluate the efficiency of a protection system aimed at protecting from such attacks.
The concept behind this “three threats” distinction can be still applied today. Indeed, [Dwivedi, 2014]
proposes a study of the top three web application vulnerabilities, including injection, XSS, and authentication
and session exploitation, also discussing possible protection systems to counter such threats.

Regarding SQL attacks, the most important threat is represented by SQL injection attacks (SQLi), a specific
type of injection attack aimed at entering strings leading to the execution of illegal queries on the underlying
database systems [Pawar, 2015]. [Halfond, 2006; Alwan, 2017] investigate the different types of SQLi attacks,
by also presenting and discussing the advantages and disadvantages of different protection approaches. In a
similar work, [Verma, 2015] categorizes both SQLi vulnerabilities and attacks, by also reporting some sample
implementations of malicious queries. The work also analyses protection approaches, stating that the
positive tainting approach, implemented on the Web Application SQL injection Preventer (WASP) tool
[Halfond, 2008], results the best protection system, since in the executed tests it is able to block attacks
without generating false positives.
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By combining a study of both SQLi and XSS attacks and vulnerabilities, [Johari, 2012] presents and discusses
various types of threats, with relative protection systems, and reporting the possible weaknesses leading to
such attacks, including partial implementations, adoption of complex frameworks, and runtime overheads.
XSS attacks, concerning the injection of client-side scripts into web pages accessed by other users [Vogt,
2007], are also investigated in [Jayamsakthi, 2008], presenting a survey of vulnerabilities related to cross-site
scripting attacks. Concerning protection from XSS attacks, [Gupta, 2017] proposes a categorization of the
threats on the (i) persistent, (ii) non-persistent, and (iii) DOM based categories, by also proposing a process
to verify if a website is vulnerable to XSS attacks, and proposing a survey of state-of-the-art protection
systems, by concluding that a single defense system able to protect from each kind of XSS does not exist.

3.5 Applications security

Concerning applications security, the topic s strictly related to the software security concept, related to “the
idea of engineering software so that it continues to function correctly under malicious attack” [McGraw,
2004]. This concept is extremely important, since it involves programming and architectural choices, that,
due to their nature, are prone to the injection of software vulnerabilities. In particular, bad software
programming may lead to the exposure of software bugs, with consequent exposure to cyber-attacks
[Bellissimo, 2006]. It is therefore crucial to consider application security as a key aspect for the security of
the overall system. Considering the MHMD platform, the application security field is limited to web security,
mobile app security and secure smart contract development. Considering web security, it has already been
deeply investigated in Section 3.4, while secure smart contract aspects are already analysed in Section 3.3.

Concerning instead the Android ecosystem, it is a well-known fact that it is particularly exposed to malware
[Merlo, 2014], not only because of its open-source nature, but also in virtue of the common “copy-and-paste”
approach adopted by many developers, unwillingly injecting vulnerabilities on their mobile applications
(apps) [Fisher, 2017]. Considering mobile malware, [Faruki, 2015] investigates the Android security topic, by
discussing attack techniques and relative protection. In this context, signhature-based methods aren’t enough
to efficiently identify malicious applications (apps), while anomaly-based approaches should be also
considered [Faruki, 2015].

An important aspect in the Android apps security topic concerns app permissions. Each Android app declares
a set of permissions required to run the underlying code. For instance, the geolocation permission is required
to access user’s location for navigation purposes, while the Internet permission is required to communicate
on the net. Although it may seem a good approach, the permission-based access control mechanism
implemented in Android is vulnerable to privilege escalation attacks, for instance by executing attacks
exploiting vulnerable software components [Heuser, 2016]. The detection of privilege escalation attacks
accomplished by exploiting interactions between apps is accomplished in [Sadeghi, 2015], while an
exhaustive study on Android permission is accomplished in [Armando, 2015], stating that security policies
over permissions is not supported by the operating system, hence, they are implemented in the logic of the
application, with consequent potential exposure to security breaches. Also, by focusing on BYOD contexts,
[Costa, 2018] considers automatic security assessment of apps configurations.

In particular, in order to analyse an app two different approach are generally possible: static and dynamic
code analysis. While static code analysis scans/interprets the application code without installing it, dynamic
code analysis runs the app in an isolated environment (sandbox), hence analysing the behaviour of the app
[Blasing, 2010]. Static code analysis is investigated in [Bonett, 2018], proposing a framework to evaluate

16

MHMD-H2020-ICT-2016 (732907)




D5.4 MHMD Security Infrastructure

different static analysis tools. Concerning dynamic code analysis, [Petsas, 2014] studies the different
techniques to hinder it, while [Visas, 2014] focuses on the detection of sandbox. Static and dynamic code
analysis approaches are combined in [Spreitzenbarth, 2015], by adopting machine learning techniques for
automatic analysis of apps. Similarly, [Blasing, 2010] combines the approaches by proposing AASandbox, an
ad-hoc Android application sandbox.

It is therefore important to properly evaluate security aspects of mobile applications, in order to prevent
exposure to vulnerabilities and consequent exploitation from malicious users.

3.6 Data security

Concerning data security, tokenization methods [Paryasto, 2014] refer to the process to replace sensitive
data with non-sensitive equivalent, commonly identified with the term token. This approach, requiring an
isolated and secure tokenization server, is in general adopted to provide data protection. Although the term
data security is often also coupled with data privacy aspects [Chen, 2012; Stahlberg, 2007], database
forensics [Guimaraes, 2010; Frihwirt, 2010], encryption [Pandey, 2015] or stenography [Artz, 2001] and
other data hiding methodologies [Moon, 2007], our focus in the following is on database protection, since
databases represent a crucial element for the MHMD platform.

Database protection is strictly related to SQL injection threats [Chandrashekhar, 2015], a topic already
covered in Section 3.4. Being SQLi an important threat to database systems, the protection from such kind
of threats is scope of several research works. In this context, [Dawle, 2017] proposes indeed a database
Intrusion Detection System (IDS), working by logging activities of intruders performing SQL injection attacks.
Datais protected by the AES encryption algorithm and results prove that it is possible to prevent SQLi attacks.
Database protection is indeed strictly related to data encryption. In this context, [Singh, 2015] analyses in
depth different database encryption techniques, comparing them and evaluating their advantages and
disadvantages. [Basharat, 2012] investigates instead how encryption can be adopted to provide security,
considering a multi-layer approach, and stating that database encryption should be coupled with proper
algorithms able to guarantee data integrity. Concerning database authentication security, [Kumar, 2016]
investigates database authentication and proposes ad-hoc authentication policies and management rules,
coupled with data analysis, in order to guarantee database security. [Hamilton, 2017] analyses instead the
possibility to adopt multi-factor authentication [Dasgupta, 2017] on database systems. Other approaches
make use of watermarking techniques to manage data access [Zhang, 2006] and integrity [Bhattacharya,
2010]. In the database security context, it is also important to analyze system logs and records in order to
identify possible abuses. In this context, [Chaudhari, 2015] focuses on the identification of auditing records
from database management systems (DBMS) logs directories in order to identify suspicious activities. A
similar approach is proposed in [Panda, 1999], considering logs analysis to reconstruct a corrupted database.
[Zuo, 2004] proposes instead a distributed database damage assessment by considering both a centralized
and peer-to-peer approach.

Relatively to database management systems protection, it is also important to consider NoSQL database,
often associated to big data storage and analysis activities [Han, 2011]. In this context, two of the most
popular NoSQL database management systems, Cassandra and MongoDB, are analysed in [Okman, 2011],
identifying the most important security concerns of such systems. Particularly, both the systems do not
properly implement data encryption, although recent implementations are able to solve the issue [Tian,
2014]. Another issue found in [Okman, 2011] is related to weak authentication support and exposure to SQL
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injection and denial of service attacks. Therefore, as also stated in [Ron, 2015], NoSQL DBMS suffer the same
security risks as standard SQL systems, and proper defence methodologies should be implemented.

3.7 Other security aspects

Although the mentioned topics are extremely important, it is also important to consider innovative (0-day)
threats. In this context, in history, we have assisted to different relevant attacks like large scale threats
targeting SCADA networks through Stuxnet [You, 2014], Internet of Things devices through the Mirai botnet
[Kolias, 2017], or world-scale service providers through large-scale distributed DoS attacks [Mansfield-
Devine, 2016]. Also, important vulnerabilities were published, relatively to both software libraries and tools,
including the Heartbleed bug exploiting TLS secure connections [Durumeric, 2014], and hardware systems,
exploited for instance through the Spectre and Meltdown flaws in modern micro-processors [Prout, 2018].
It is therefore important to consider that (i) continuous security updates should be executed, in order to
protect the system from novel threats and vulnerabilities, and (ii) it is impossible to implement a complete
and final protection system, since any system is potentially vulnerable to 0-day threats. Nevertheless,
anomaly detection systems may be implemented on the system to identify unknown behaviours, potentially
related to novel cyber-attacks [Ahmed, 2016; Bhuyan, 2014].

4 Concepts from security standards

In general, it is recognized that the regulation and standards documents contribute to the definition of
appropriate approaches and methodologies able to guarantee system security, from both technological and
organization point of views [Vorobiev, 2010]. With regard to security standards, several standards are
available [Tofan, 2011]. Among the most important standards providers in the cyber-security contexts, we
mention the International Standards Organization (1SO), providing standards in different contexts, including
information security standards [Disterer, 2013; Tofan, 2011], the National Institute of Standards and
Technology (NIST), publishing a framework on cyber-security [Chang, 2016], the European Union Agency for
Network and Information Security (ENISA) [Chen, 2010], an European centre with advanced network and
information security expertise, and the Open Web Application Security Project (OWASP) [Srinivasan, 2017],
an online community sharing documents, tools and methodologies on cyber-security, focusing on web
applications and mobile security. In this section of the document, we report the most relevant security
standards for the MHMD platform, with the goal to consider them for further development or integration
from the developers of the MHMD system.

When it comes to security and cyber-security, an important aspect to consider also concerns users’ privacy.
In this context, although different regulations influence different countries [Greenleaf, 2012], the General
Data Protection Regulation (GDPR), widely considered for the development of the MHMD project, plays a
crucial role in Europe, applying directly to management and processing of personal data related to the
European territory or market [Albrecht, 2016]. Therefore, concerning users’ data privacy, it is crucial to
implement a system able to comply to the current regulations. In the privacy standards category, the NIST
SP 800-53A framework “Assessing Security and Privacy Controls in Federal Information Systems and
Organizations”, focused on both security and privacy, “provides a set of procedures for conducting
assessments of security controls and privacy controls employed within federal information systems and
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organizations”®. Similarly, the ETSI TR 103 306 report “Cyber: Global Cyber Security Ecosystem” reports
information on cyber-security aspects to consider to protect a network system?°.

Considering information security management, the ISO/IEC 27000-series of standards on “Information
technology - Security techniques - Information security management systems” includes the ISO/IEC 27000
“Overview and vocabulary”, the ISO/IEC 27001 “Requirements”, and the ISO/IEC 27002 “Code of practice for
information security controls”. The application of such standards mostly concerns the context of an
organization. In particular, the ISO/IEC 27002:2013 standard [Disterer, 2013] covers different security aspects
concerning information security, such as personnel security, physical security, access control, cryptography
policy management, system security management, or security incident management. This standard defines
a set of controls to be implemented on the organization in order to guarantee adequate protection of all the
components of the organization. A similar standard is the “Security framework of trust service providers” by
ENISA, reporting details on how to accomplish risk assessment, analyse the risk of a threat to assess the
impact, evaluate it and mitigate it. The ISO/IEC 15408 “Information technology - Security techniques -
Evaluation criteria for IT security - Part 1: Introduction and general model” and ISO/IEC 18045 “Information
technology - Security techniques - Methodology for IT security evaluation” standards provide instead
valuable information on the analysis of software design vulnerabilities.

Finally, the ISO/IEC 27799 standard “Health informatics - Information security management in health using
ISO/IEC 27002” provides a set of guidelines for information security organization and management, by
supporting the interpretation and the implementation of the ISO/IEC 27002 standard previously mentioned.
Given the context of the MHMD platform, such standard represents an important aspect to consider,
especially in view of an integration on the project, aimed at providing certifications to the platform.

5 MHMD Security Infrastructure

In this section of the document we report the MHMD Security Infrastructure related to the system, able to
guarantee adequate protection!!. As mentioned above, the proposed MHMD security infrastructure
considers three different factors: (i) the current/existing version of the MHMD platform, its components and
their interactions, (ii) state-of-the-art solutions in the security context, by evaluating the aspects previously
investigated, and (iii) the possible consideration of security and privacy related standards and regulations.
Combining these factors, we are able to provide a security infrastructure capable of considering different
contexts, focusing on the aspects that are critical for the MHMD platform, and also evaluating aspects for
exploitation and scalability, through standardization procedures and regulations. Also, the security of the
entire MHMD platform is improved thanks to the MHMD distributed Intrusion Detection System (MHMD-
dIDS), an innovative Intrusion Detection System aimed to monitor and protect the entire system.

9 More information can be found at the following URL (revision 4):
https://nvipubs.nist.gov/nistpubs/specialpublications/nist.sp.800-53ar4.pdf

10 More information can be found at the following URL (v1.1.1):

https://www.etsi.org/deliver/etsi tr/103300 103399/103306/01.01.01 60/tr 103306v010101p.pdf

11 Please note that at this stage of the project, hacking and privacy breaking activities are not completed.
Therefore, security and privacy issues may affect the system.
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5.1 Preliminary analysis

Referring to the threats in Section 3, we report in Table 2 a summary of current threats and possible solutions

that can be implemented.

Context Major threats Countermeasures
. . o . Adoption of strong encryption
Encryption Data confidentiality breaking. . .
algorithms, end-to-end encryption.
Network segmentation, VPN, policy
Cyber-attacks like denial of and access control, log analysis,
service, malicious software, adoption of secure communication
Network

packet forging and replay,
covert channels.

protocol, network appliances (IDS, IPS,
antivirus, network monitors, etc.),
adequate personnel training.

Blockchain and transactions

Network attacks to the system
(e.g. denial of service),
exploitation/injection of
malicious transactions.

Network protection, secure software
development, adoption of “anti-
majority” approaches.

Services

Exploitation of insecure
communications, SQL injection,
cross-site scripting.

Network protection, secure software
development, tools and approaches to
protect from SQLi and XSS attacks.

Applications

Exploitation of software bugs.

Secure software development and
deep testing activities, user access and
communication restrictions, adoption
of strong and secure communications
and strong data encryption.

Data

SQL injection, data leaks.

Access control and user restrictions,
strong authentication methods,
database IDS and log analysis,
tokenization methods.

Table 2: Possible countermeasures to adopt for state-of-the-art major threats

In particular, concerning encryption solutions, further work may be directed on the evaluation of the

adoption of (partial) homomorphic encryption schemes, or to consider the potential investigation of

guantum resistant algorithms. Concerning instead blockchain and applications, further work may be directed

on the consideration of the adoption of hardware wallets, hardware token or other approaches able to

provide multi-factor authentication. Relatively to software-based systems in particular, it is instead crucial to

implement security updates as soon as they are released, in order to prevent exploitation of known

vulnerabilities.
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Considering instead the security standards reported in Section 4, we will now focus in particular on the
ISO/IEC 27002:2013 standard [Disterer, 2013], since it covers different security aspects concerning ICT based
systems, independently on the context of the system. This standard defines the procedures to adopt for the
management of key security aspect within an organization. For instance, by referring to the “Cryptography
Policy Management” aspect (part 10 of the standard), part 10.2.1 concerns the implementation of
cryptographic key policies, by considering for example key generation and distribution procedures. Similarly,
the “Network Security Management” aspect (part 13 of the standard), an in particular to the part 13.1.3 of
the standard, it refers to network segregation. In this context, it is important to provide appropriate
segregation of the information systems, services and users. Another important aspect is part 13.2.3,
concerning the protection of information sent using electronic messaging systems. Being MHMD a
distributed platform, composed of several components owned by different entities, it is important to
consider that to comply to a standard like ISO/IEC 27002, this would involve the compliance from all the
parties involved in the architecture. The compliance to most of the mentioned standards and regulations
should be investigated by the developers of the MHMD platform, although it may not be reached easily
and/or it may even not be needed. Nevertheless, it isimportant to mention that standards compliance would
improve security of the overall system, hence it should be seriously evaluated.

Finally, considering the MHMD platform in the current state, scope of Section 2, by referring to Figure 2, we
find that almost all the contexts are considered, with the exception of the Physical (for our aim, physical
attacks are not considered in deep, being the MHMD platform a distributed platform, and being the final
focus hacking challenge activities) and the Desktop one (since, to date, no desktop apps interacting with the
system are available).

5.2 MHMD security considerations

It is therefore important to consider the security aspects previously mentioned, for each context (see Table
2). For instance, in order to provide system protection against malicious software such as virus and trojan
horses, proper defence systems should be implemented, including an accurate management of users’
privileges and access control [Shan, 2012], ad-hoc appliances [Everett, 2005] and specific Intrusion Detection
Systems (IDS), designed to identify both known and novel threats [Idika, 2015]. Simultaneously, it is crucial
to define and adopt post-mortem analysis methodologies [Ardi, 2009], in order to properly manage incidents
and guarantee service continuity. This topic is widely adopted in literature [Hilgers, 2014; Spyridopoulos,
2013; Chandia, 2009] and it is even analysed in the ISO/IEC 27002 (see part 16 and part 17).

In addition, it is crucial to deeply analyse the implemented procedures, in order to identify possible flaws and
concepts to exploit. For instance, since the Web Server and the Upload Server agree on an upload token to
adopt, they may exchange the token, or they may adopt a common token generation algorithm. In the first
case, how is this token exchanged? By using which protocols? Is the communication secure? Is client/server
authentication implemented? In the second case, how strong is such algorithm? What would it happen if it
would be executed from a third entity? These are all questions that should be implemented.

Similarly, considering services security and the application layer in particular, it is important to work hard on
the implementation aspects, by adopting a “security by design” development approach and accurately
evaluating libraries adoption and software updates. [Scott, 2003] presents a set of tools to support
programmers for the development of secure applications able to counter a wide range of common attacks
to web applications. Considering smart contracts published on the blockchain, as previously mentioned,
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[Atzei, 2017] provides important suggestions to prevent exploitation of vulnerabilities in smart contracts. The
blockchain adoption in the healthcare sector is also investigated in [Azaria, 2016], also reporting details
relatively to authentication, confidentiality, accountability and data sharing. Concerning instead encryption
algorithms, as previously suggested, end-to-end encryption is suggested. In addition, [Caviglione, 2017]
reports a set of secure algorithms to adopt and another set to discard, considering both the security level of
the algorithm and green aspects related to power consumption.

In order to provide a secure system, it is therefore important to adopt both software and hardware state-of-
the-art approaches, solutions and algorithms to protect the system from both known and unknown (0-day)
threats. In addition, it is crucial to design and develop secure software, by adopting a “security by design”
approach and to prevent exploitation of software bugs or security holes. Relatively to data storage, secure
storage should be guaranteed, through the adoption of proper encryption methodologies and appropriate
access control mechanisms. Finally, considering network communications, it is important to guarantee data
confidentiality, availability and integrity, by implementing security countermeasures, for instance, to monitor
network traffic to block running attacks.

5.3 MHMD distributed Intrusion Detection System

In order to protect the overall MHMD system and its components, it is important to deploy appropriate
security modules, aimed to guarantee security of the entire platform. In this context, with the aim to enrich
the security of the system, the MHMD distributed Intrusion Detection System (MHMD-dIDS) was designed,
a security framework to deploy a distributed and multi-context Intrusion Detection System. The aim of this
component is to detect intrusions on the platform, hence, exploitation of weaknesses by malicious users.

Given the sensibility of the data managed by the platform, it is important to identify unwanted activities
executed by malicious users. The MHMD-dIDS is represented by a set of components integrated into the
system and transparently analyzing the network traffic on sensitive locations. Considering for instance
network traffic analysis, such transparent analysis may be accomplished by physically interrupting (and
forwarding) the network traffic (the same approach usually adopted by a network firewall), or by working on
mirrored traffic, hence, in a passive and less invasive way.

MHMD-dIDS
COLLECTOR
MHMD-dIDS MHMD-dIDS MHMD-dIDS
AGENT AGENT AGENT

Figure 4: The high-level architecture of the MHMD-dIDS

As shown, the MHMD-dIDS is composed of two different kinds of components:
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e MHMD-IDS Collector: it is the main component of the MHMD-dIDS, aimed to provide a graphical
interface (GUI) to the user. This component is supposed to collecting alert data from the secondary
components distributed on the platform, in order to shown important messages to the user.

e  MHMD-dIDS Agent: such components are replicated in the premises of each data provider and they
are supposed to accomplish the following activities: (i) communication with the internal (distributed)
modules of the data provider and/or network components of the system; (ii) run the (local) Intrusion
Detection System on the data generated; (iii) send relative reports (alerts, mainly) to the MHMD-
dIDS Collector component.

The adopted approach is based on a local data computation, accomplished inside of the data provided, by
the MHMD-dIDS Agent components. This approach guarantees data privacy, since data or a representation
of them is not exported outside of the local entity (data provider).

According to the definition reported in [Cambiaso, 2016], intrusion detection activities executed by the
MHMD-dIDS Agentinvolve (i) the extrapolation and retrieval of data by adopting specific pre-defined metrics;
(ii) data analysis, by elaborating the retrieved data and comparing it the scenario with an analogous one
related to legitimate situation, as resulted, for instance, after previously executed training activities; and (iii)
the characterization of the current situation as legitimate or anomalous, by adopting specific thresholds. By
using the same components, the MHMD-dIDS Agents are composed of different components.

MHMD-dIDS AGENT

INPUT SOURCES 7

EXTRAPOLATION |— ANALYSIS — CHARACTERIZATION

L OUTPUT

Figure 5: The high-level architecture of the MHMD-dIDS Agent

Particularly, the agent module is composed of different internal modules interacting among themselves: as
previously mentioned, input sources are connected to network components of the MHMD platform and
provide data useful for the three steps concerning data extrapolation, analysis, and characterization (as
previously described); at this point, after data characterization is accomplished, the output module is aimed
to forward resulted data to the MHMD-dIDS Collector. Such data contains alerts, hence, the fact that an
anomalous scenario/situation is found on the system, with related data. Optionally, legitimate reports may
be shared with the MHMD-dIDS Collector also. In addition, the output module may communicate with (local)
network administrators (related to the data provider entity), for instance by notifying alerts to syslog servers
or through email-based communications.

The adopted architecture provides the possibility to accomplish local replication of MHMD-dIDS Agents,
inside of the same data provider. By adopting such approach, it is possible to monitor different data sources,
hence making MHMD-dIDS a distributed and multi-contextual Intrusion Detection System. The evaluation of

23




D5.4 MHMD Security Infrastructure

such approach is not in the scope of the current document, but, given the scalability of the proposed
architecture, it is possible to extend a single-context solution, by monitoring more input sources, hence
providing the system the ability to identify different kinds of attacks and/or attacks targeting entities of
different nature.

Thanks to the MHMD-dIDS component, the MHMD platform is enriched with a component designed to
execute specific intrusion detection algorithms aimed to identify anomalies on the network. Since signature-
based detection approaches are not always sufficient to identify cyber-attacks (e.g. in case of 0-day attacks
or advanced threats), the conjunction with an anomaly-based Intrusion Detection System represents an
important step in order to improve security of the overall system.

5.4 MHMD Security Infrastructure guidelines

In order to provide a security infrastructure, by making use of the previous considerations, in this section of
the document we report a set of guidelines to adopt for the development of the system, in order to guarantee
security of the overall MHMD system. The following list of rules/guidelines have to be considered, in order
to protect the system in view of the penetration testing activities. It is worth mentioning that other optional
guidelines, to be evaluated for future integration in the project, concern details on personnel security
management and physical security aspects. In addition, all the aspects not explicitly mentioned in the
following list should be considered optional.

1. Encryption
a. All communications of the components are encrypted
End-to-end encryption is adopted for communications
All data stored by the component are encrypted
Encryption/decryption keys are binded to a specific entity (e.g. data set, user, etc.)
Encryption/decryption keys are not stored in memory for long time periods
Adopted encryption algorithms do not include unreliable algorithms (such as DES and RC4)

@m0 o0 T

The adoption of “custom” encryption methods is accurately evaluated, from the security
point of view (e.g. encryption of a portion of a file, double encryption using different
algorithms, etc.)
2. Communications and network security
a. Component’s hosts are placed in a dedicated and segmented network (e.g. DMZ), separated
from other nodes (e.g. workstations, other server systems, etc.)
b. Component communications are protected by a network firewall (e.g. allowed ports,
network limits, filtering, IDS/IPS, etc.)
c. Components connections adopt secure encrypted protocols (linked to 1.a)
Adoption of user authentication methods, possibly combining both server-side and client-
side authentication methods
e. Adoption of strong authentication credentials
f. Adoption of certificate pinning methodologies
g. Anonymizing and/or tokenization servers are isolated from the network, except the (single)
node they are supposed to communicate with
h. Network communications are protected by a network firewall
i. Network policy and access control rules are deployed
j. A network Intrusion Detection and Prevention System is deployed on the network
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k. Critical nodes are replicated on the network, in order to improve availability
Blockchain and transactions security
a. Protection of the blockchain network (see 2)
b. Adoption of secure network designing approaches (e.g. to counter majority attacks)
c. Adoption of secure smart contracts development approaches (security by design,
identification of code vulnerabilities and bugs, testing, etc.)
Services security
a. Services protection at the network level (see 2)
b. Adoption of host or network tools/modules/approaches to counter well-known attacks (for
instance, SQLi, XSS, etc.)
Mobile applications security
a. Request of the minimum permissions possible
b. Accurate evaluation of external interfaces (like intents or content providers)
Data security
Adoption of access control and user restriction methods (principle of the least privilege)
Adoption of strong user credentials
Data encryption is accomplished (linked to 1.c)

o 0o T o

Anonymized and/or tokenized data are not accessible after anonymization/tokenization is
accomplished

e. Adoption of a database Intrusion Detection System (if a database is present)

f. Implementation of data integrity procedures

g. Consideration of data tokenization methods (where appropriate)

7. Software security

a. Adoption of secure software development approaches (security by design, identification of
code vulnerabilities and bugs, testing, etc.)

b. Adoption of third-party well-known software/software libraries/modules/code snippets (if
any), only if implemented by trusted developers

c. Adoption of code obfuscation techniques

d. Avoidance of sensitive debugging logs printed in output and available to the user, even if
through dedicated consoles

e. Adoption of a security by design approach to design the workflows implemented in the
platform

8. Hosting and organization security

a. An operating system with updated security modules is adopted

The component host is not running un-useful services (e.g. not needed web service)
The component host is not running other services external to the project

Users and administrator accounts are protected by strong password

No sensitive password or connection data are stored on the system

"0 a0 o

Remote connection services (e.g. remote desktop, remote shell, file sharing, etc.) are not
running, or their network access is restricted to the only nodes connecting to them
g. Network logs are collected and maintained

9. Continuous security

a. Encryption keys replacing is considered, in case of leak
b. Security updates are constantly deployed on the system
c. Security issues or data leaks are promptly reported

25

MHMD-H2020-ICT-2016 (732907)




D5.4 MHMD Security Infrastructure MHMD-H2020-ICT-2016 (732907)

d. Sensitive data backup procedures are deployed
e. Network security controls are periodically executed
f. Network traffic monitoring activities are periodically accomplished
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